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1 Background

1.1 Description

In order to manage and process requests by ETA users, OIST requires its employees to enter those
requests into the CA Service Desk system. This Standard Operating Procedure defines how service tickets
are entered, updated, and closed using Service Desk.

1.2 Trigger Events

The following events will trigger this Standard Operating Procedure:

e Anincident is reported to an OIST employee via email, phone, or in person (i.e. a “walk-in").
e Whenever it is necessary to record that OIST has taken action on behalf of a user.

1.3 Responsibilities

Role Responsibilities
DOL ETA Help Monitors and assesses the overall effectiveness of Service Desk
Desk COTR processes.

Service Desk
Contract PM

Implements Service Desk processes and monitors those processes
on a day-to-day basis.

Team Leads Ensures that service ticket requests are assigned to appropriate
OIST personnel and manages how those tickets are handled on a
day-to-day basis.

Front Desk Assigns each service ticket to the appropriate OIST employee.

Specialist

PC Specialist Can assign a service ticket to the appropriate OIST employee,

including him or herself.

Network Engineer

Can assign a service ticket to the appropriate OIST employee,
including him or herself.

Administrator

Oracle DBA Can assign a service ticket to the appropriate OIST employee,
including him or herself.
Cold Fusion Can assign a service ticket to the appropriate OIST employee,

including him or herself.

UNIX Administrator

Can assign a service ticket to the appropriate OIST employee,
including him or herself.

1.4 Authority

The Service Desk is authorized by the COTR to assist DOL ETA with IT-related tasks per the appropriate
federal contracts.

Ticket Entry and Management SOP 1
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2 Enter Ticket into Service Desk

2.1 Collect Information from User

When an ETA user reports an incident to the Service Desk, a Service Desk employee must enter the
incident into the CA Service Desk application. Once the incident has been entered into CA Service Desk,
it becomes known as a “ticket.” In order to create a ticket, the Service Desk employee must have the
following information:

o Name (first, last and middle if necessary)
Agency
Room number
Phone extension
Description of incident.

2.2 Enter Information into CA Service Desk.

To generate a ticket, the Service Desk employee must open Internet Explorer 8 (IE 8) and access the CA
Service Desk web application by entering the following URL into IE 8’s Address bar:

https://servicedesk.doleta.gov/

The following web page will appear:

2 CA Service Desk - Login - Windows [nternet Exploner . = =1l x|

p——
Q - Iﬂ hetps BoRITa Qo :l Bty K|, =
e B Vaw Favoates Took Help

£ ®Coovert v ISt

. Favortes - ) yretont v 20 o
&) A Servce Dek - Logn I I 4 'G v W v Pagew Sy v Tookv @ 22
=
CA Service Desk
ser Narve: [
rassword |EEEEGE—_—
| Log tn |

Dane | 4 Loca rranet s [RI00W v

Figure 1 — CA Service Desk login page

The Service Desk employee should enter his or her username and password into the appropriate fields and
click the Log In button. The employee should see a browser window similar to this:

Ticket Entry and Management SOP 2
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— — 1l
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Figure 2 — CA Service Desk front page

Next, the Service Desk employee should click on the File menu and select the New Request menu item.

New Request...

Mew Reguest from Template...
New Change Order...

Mew Change Order from Template...
Customize Scoreboard...

Print Form...

Figure 3= CA Service Desk File menu

After the New Requests menu item is selected, the web page in Figure 4 will appear:

Ticket Entry and Management SOP
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/= Create New Request 145800 - ETA Service Desk - Windows Internet Explorer - o] x|

&> ETA Senvice Desk eT— =

{ Close Window )

File ~ |!i|3\|||lv |§|:I:i\|'itiesv |Sgarch - |ﬂindmmlv |ﬂelp' |

Save Request
Create New Request 145800 [ Save J[ Create Change Order J[ Create Incident J [ Cancel ][ Reset J[ Quick Profile J[ Use Template J

e

@ B\ Affected End User * @ Regquest Area * @ status @ Priority * Impact
I I IOpen INone vl IRoutine 'l

Reported By & Assignee * 2] Group 2] Configuration Item

Thornton, Jr..Robert,L [Thornten, Jr. Robert,L| 7 7
ARRA @ @ service Level * @ Created Via

- 1 WEB -

B_call Back Date/Time

| cempty= =

[« Summary Information

Summary Timer
@l [oo:02:51

Description [ Spelling ][ Search Knowledge J

(=
[ -
Open Date/Time Last Modified Resolve Date/Time Close Date/Time
01/04/2013 12:33 pm
[ 6. Knowledge " 7. Solutions l 8. Properties ] 9. Template ]
| 1. Activities ] 2. Event Log l 3. Attachments ] 4. Parent / Child ] 5. Workflow Tasks |
I ponuect Activite 1 an 1ict (Search (51 |[ Show Filter (&) |[ Clear Filter ($) | |

" o

Figure 4 — New Ticket in CA Service Desk with required fields
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2.3 Overview of Required Incident-Related Data in Ticket

Once the Service Desk employee has created a new CA Service Desk ticket, he or she must fill out the
ticket with the information that was collected from the user. The following fields must be filled in or else
the ticket cannot be completed.

1.

Affected End User: The name of the user who is affected by the incident. This may or may
not be the person who reported the problem. The CA Service Desk software allows you to
search for and fill this field with a name from the DOL ETA address list (see Section 3.1).
Request Area: Based on the description of the incident, assign the incident to a specific
problem area. The CA Service Desk software allows you to fill in the field from a pre-
determined list of problem areas (see Section 3.2 and Section 6, List of Common Request
Area ltems).

Priority: CA Service Desk defines this field as required, but it does not need to be set. When
Service Desk employee creates a ticket, the Priority field’s default setting should not be
changed.

Assignee: The name of the Service Desk employee that will be in charge of handling the
ticket. The CA Service Desk software allows youto search for and fill this field with a name
from the DOL ETA address list (see Section 3:3).

Service Level: The Service Level parameter should be set to the tier level of the task that is
being handled (see Section 3.4 and Section 6, List of Common Request Area Items).
Created Via: Use this drop down menu to select how the problem was submitted to the
Service Desk:

Summary: Provide a brief overview of the problem that has been submitted to the Service
Desk.

Description: Provide a detailed description of the problem that has been submitted to the
Service Desk. This field should also include the user’s office, room number, and phone
number.

Status: Indicates-the status of the ticket: “Open,” “Closed,” or “Pending.”

Ticket Entry and Management SOP 5
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3 Enter Required Information into Ticket
3.1 Enter Affected End User into Ticket

In order to enter the appropriate ETA user into the Affected End User field, you must locate the user
name with the CA Service Desk application. To find the user’s name, access the Affected End User
database by clicking the underlined field name Affected User (see Figure 4, Number 1). The following
web page will appear:

/= Contact Search - ETA Service Desk - Windows Internet Explorer ;lglil
@ ETA Service Desk [Request = o |
Loggedinas: ¢+ {LogOut) { Close Window )

File = |!iew' |Sgar|:h A |ﬂinduwv |ﬂelp' |

Contact Search [ Search ][ Hide Filter ][ Clear Filter l

Last Name First Name Middle Name Contact Type

| | | [empe =]

Active Contact ID System Login Access Type

- | | [ -

@ Location ] Organization a Department Phone Number

| | | | % More...

Figure 5 — Filter for Affected User field

Enter the last name of the affected end user into the Last Name field. If the Service Desk employee has an
incomplete last name, he or she can use the “%" character as a wildcard character. A wildcard character
allows the employee to search all of the last names for the characters up to the wildcard (i.e. entering
“Smi%” will cause Service Desk to retrieve all the users with last names that begin with “Smi”).

Once the last name (or the appropriate text) has been entered into the Last Name field, click the Search
button and a list of search results will appear:

Ticket Entry and Management SOP 6
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/= Contact List - ETA Service Desk - Windows Internet Explorer = |EI |i|
@ ETA Service Desk [Fequest =
Leggedinas: ~ +  (Log Out) { Close Window )
File = |!iew' |Sgarch hd |Repgrts' |ﬂinduw hd |ﬂelp' |

Contact List [ Search ][ Show Filter ][ Clear Filter ]

| —

1-25 of 26 » ) List All
Name% Contact Type Access Type Contact ID% System Login Phone Number% Status
Smith, Employee Employes Smith. - : : Active
Smith, Analyst HR Analyst Smith. - e Active
Smith, Employee Employee Smith.© e Active
Smith, Analyst Analyst Smith. e ast S Active
Smith. Employee Employees sSmith. = = gt Active
Smith, Analyst Analyst SI'I'I@I'I.- = : Active
Smith, Employee Employes Smith. s =t = Active
Smith, Analyst Analyst Smith. i : £t Active
Smith, Employee Employee smith.p e * Active
Smith, Employee Employee Smith. - = 1 Active
Smith. Employee Employees Smith. Active
Smith, Employee Employee MI2 smith. s 2 t Active
Smith, Analyst Analyst Smith. - Active
Smith, Employee Employee Srmith. - e : Active
Smith, Analyst Analyst Pro.Win/HD smith.i —_ e Active
Smith, ] Analyst Analyst STy - ¥ =1 Active
Smith. Analyst Analyst Smith. s = Active
Smith, Analyst Analyst Smith. e = Active
Smith, Employee Employes Smith. ¢ - =t T Active
Smith, Employee Employee LAZ smith.| = Active
Smith, Employee Employee Smith. Active
Smith, Employee Employee Smith. S T £ 2 Active
Smith. Employee Employees smith. e i Active
Smith, Analyst Analyst Srmith. - = t Active
Smith, Employee Employes Smith. o t Active
1-25 of 26 » ») List All

Figure 6 — Results from “Smi%?> search of Affected User database

Once the employee has found the target user, click on the user’s name and that name will appear in the
Affected End User field.

3.2 Enter Request Areainto Ticket

Before the Service Desk employee can enter the Request Area information into the service ticket, he or
she must use Service Desk to locate the proper category from a list of available options. To open the list
of options, click on the name of the field (Request Area) and a list will appear:

Ticket Entry and Management SOP 7
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=10| x|

A2 Request Area Selection - ETA Service Desk - Windows [nternet Explorer
€ ETA Senice Desk

Logged in as: ¥ [ Log i ) { Close Window }
File™ |yiew ™ |Sgarch = Windaw ™ |Help =
Regquest Area Selection

Raquaest Araa
Bk Application

CF AppSuppart
Eigy CM SupportApps Sdmirstration of all support spplications far CM/Q4

Figure 7 — List of possible entries for the Request Area field

In this example, we will select the Citrix entry, which belongs in the Network category, and which in turn
belongs to the IT category. First, we will click on the box next to the IT category and the following

window appears:

2 Regquest Area Sekection - ETA Servioe Desk - Windows [nternet Explorer

@ ETA Service Desk [Faquen =0 |&e
{I.ml}

Eillm > .u'--r -:.-nh' .nlndnﬂ‘ .u-Ip-'
Request Area Selection

Reqisest Area
J¢p Application
7 AppSuppOrt
figd CM SupportApps administration of all support appbcations for Ch/QA
ug s EBSS
7 HR
i ActiveDeskiop
i Application
& AuditlLogRaviaws
B Data Center ETA Data Canter tasks
i database
m¢p NS
B Email
123 EntarprisaVault
m@ General General Request Area
g Hardware
B gF MARF Natwork Access Request Form
£ NARFem NARF Ticker creations
L
HF Oparating System
H# Restore
0 ¢ZF Sacurity Ganeral raguast are for security ralated tasks
& Security Awarenass Training Security dwarensss Training for new employes
il Software- Hon-Standand
HQ Saoftware-Standard
g Software-ault
¢ Video Conference Video Conference
m;} Wirtualization
& webinar Webmar
& MgmitReporting.FLC

[2 Training |

Figure 8 — List of possible entries for the Request Area field (IT category)
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Next, click on the box next to Network and a new set of options appears (see Figure 10).

Double-click on the word Citrix once it appears on the screen and the software will return you to the main
screen with the appropriate information in the Request Area field:

2 Reqguest Area Selection - ETA Service Desk - Windows Internet Explorer

@ ETA Service Desk

File ™ |yiaw~ | Sgarch = Window = |Help =
Request Area Selection
e WM RRDWON MCCEEE MEqUEET Farm =|
o HARFom MAFF Ticket creations
B3 Hebtwork
(& Access Shared Drive
Ei Account
hq‘} Blackbarry
B¢ Cisco

Ei Configure
E‘;} Comnactivity
i} Nothackup
B0 RSA This is the RS54 master group. I
{3 SFTP Create SFTP access
& SmartPhone
¢ Sun
i Tablet
Ed VPN
E Wiring
B¢ Dparating Systam
B Restore
F{} Securily Ganersl request Bré for dedunily relatad Lasks
& Security Awarenass Training Security Awareness Trainng for new emplayas
h;} Software-HNon-Standard
B¢ Software-Standard
B Soltware-Vault
& Video Conlerence Video Conference
I;{} Wirtuallzathon
io* Webinar Webinar
@ MgmiReporting. FLE ;'

Figure 9 — Request'/Area field filled out with IT.Network.Citrix entry
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3.3 Enter Assignee into Ticket

In order to assign this ticket to a Service Desk employee, you must use the CA Service Desk to locate the
name of the employee in its database. Click the underlined Assignee text on the main service ticket page
and the following window will appear:

/2 Contact List - ETA Service Desk - Windows Internet Explarer

-@ ETA Service Desk

[Fae

Fila :!Iew il _S;!rtll - :nep-nr“ - _mn:klw - :!l_elp"

Contact List Search || Show Filter || Clear Filter |
| —
L+10 &f 10
Hame S Contact Type  Access Type Comtact IS System Login Phome Numberss  Status
Ay Enalyst ProEind D 2
Anslpst Analyst Pro. S HD
Analyst
Annlyar
Ayt
Al
Anmlyes Anmbyst Pro.Win/HD
LETTIN Enabyst Fro.win/ WD
Analyst Enahyst
Anslyst Enalyst Pro.win/HD

Figure 10 — List of entries in the Assignee database

To locate the Service Desk employee who will be in charge of resolving this ticket, you will need to use
the Service Desk filter. Click the Show Filter button:and the following window will appear:

£ Contact Lisk - ETA Service Desk - Windows Internet Explorer

-@ ETA Senice Desk

rrmre

Fila ™ :!lew - _S_:!r:h b :IHD-_EI'“ - _mn:klw - :ﬂelp"

Contact List Eearch || Show Filter || Clesr Filter |
e
Ls10 &f 10
RameS Contact Type  Access Type Contact IDE  System Login Phome Mumbers  Status

Anmdyst Enalyst Fro.WindHD Active

Analyst Enalyst Pro.Win/HD Active

Anlyper Analyst Artive

Asaliyst Ana st Bre i HD Astive

Aadyut e Active

Al Analys Active

Anplyes Anakyst Pro.Win/HD Active

EETI Enabvst Fro. Wind WD - active

Znadyst Enalyst Active

Analyst Analyst Pro.windHD Active

Figure 11 — Show Filter command reveals Assignee filter function

This filter operates exactly as the filter used by the Afflicted End User field, so you may use the character
“%” as a wildcard if necessary. To search for the user that will be entered into the Assignee field, enter
the appropriate text in the Last Name and First Name fields and click the Search button to retrieve the
user’s entry. Once the user’s entry appears, click on the user’s name and that name will appear in the
Assignee field.

Ticket Entry and Management SOP 10
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If the Assignee search generates more than one response, use the other information (Agency, etc.) to
determine which entry should be placed into the Assignee field.

3.4 Enter Service Level into Ticket

To complete the ticket, you must determine what service level is appropriate for this ticket and then enter
that level into the ticket using CA Service Desk. To determine which level of service is appropriate, refer
to Appendix X for more information. Once you have determined what level of service should be entered
into the ticket, click on the underlined Service Level text and the following window appears:

2 Gervice Type Search - ETA Service Desk - Windows Internet E'H;*:l'ﬂ'

@ ETA Service Desk

[Eaguast

File ™ |Wiew ™ | Search ™ | Window ™ Help = |

Service Type Search Search || Mide Filter | Clear Filber J

I

Fublic Data

Enclude =
Active Symbeol B nimsezone Defined by Contract?
Jactve =] | | | <empty= =l

Deescriphbion

| % more

Figure 12— Service Level search window

Click on Search and the following window appears:

C Eervice Type List - ETA Service Desk - Windows Internet Explorer -0 x|
@; ETA Service Desk
File ™ .!‘E‘W il .E:lr:h" -Mpnﬂ! * Window ¥ .uelp"
Service Type List Search || Skow Filter || Clear Filter |
t-5af 5
Symbiol & Description Timnezome Status
mher For requests that do not fit the gther categones Active
Brgpct & pradect s 8 temparary Endesvos, havieg & define Active
Tisir 4 Telephane, emnad, Walk-n (over the phong sesvioe Artivi
T Desk-wde asdistance (& techrician is a2ually S& Aclivie
Prenadas Spacializad Tachrical Supsset [uiualy ba Astive
1-5als
k

Figure 13 — Possible values for the Service Level field
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Click on the appropriate text in the Symbol column. The window will disappear and you will be returned
to the main window that text will appear in the Service Level field

3.5 Enter Summary into Ticket

To enter information into the Summary field, click on the field and type a brief summary of the problem
that is covered by the ticket.

3.6 Enter Description Into Ticket.

To enter information into the Description field, click on the field and type a detailed overview of the
problem that is covered by the ticket.

Ticket Entry and Management SOP 12
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4 Enter Ticket into Database

Once all of the required fields have been filled out, click the Save button in the top right corner of the
ticket window (see Figure 14 below). Once the ticket has been saved, you will see a window similar to
Figure 15.

S Create sew Beguest 140516 - ETA Service Desk - Wincows [itenmst Explorer
@ ETA Service Desk
file = | yiew = | Actrvstics ™ |Sgarch ™ Windew ™ |Help *
Fidopsn
Create New Raquest 148516 Eawe [} Creste Change Order || Crenbe Tncident | | Cageul || Aasef || Quick Profile || Use Tamglats |
—

@ aneo ger * & 1 hrey * B st PRGFly © Linpait X

I Cpar = = [Fueratize =

Enporhed By B assignes B Group B Contiguration [hess

R t - I— —

Figure 14 — Location of the Save button in'CA Service Desk

SRE T Reguest Detal - ETA Service Desk - Windows |ntenms] Explorer - I HI

@ ETA Senace Desk o | o |

Bille ™ Yiew ™ | fcteellies ™ Aclione ™ Sgarch ™ Repgrts *  Wesdew ™ | Help ™

1484%6 Request Detail i Change nnhrj Quick Profie |

Save Suocesstul - Raguast 1484968 creatad

i ciad End User Regaest Aroa Status Prigrity Impact -
it i e 1LGeneral.Hulp Dask Hiscallansous Cpan Kora Reutinm
S
Emported By AR Group ‘Configuration [heas
.......... | S L
ARRA Sarvics Lavel Crasted Wia
Prokect WED
Call Msck Dmbe )/ T
I N EEEEE—_——
Summary Totsl Actiwity Time
Tem nchet 035135
Description
Thes is & DE51 Tckied that is parm af the S0P decurentaton SMos,
Dpen Date) Tmee Last Hodilsed Resedve Date/ Time Close Date/ Time
G205 2013 10:24 am O:'0S 201 % 11:Dd am
B Knnwledge l P T ] 1. Broperiie
L. Activities | 2. Fwent Log | 3. Aftachments | A, Parent | Child | 5 Werkdlow Tasks
Request Activity Log List Search | Show Filber {8} || Clesr Filter (31 |
Created By [ Descrglion oy e Spent Type
S2/0%°3017 10:24 am D3:315:33 1oetial
Crasce & raw requartinodent protlem/ chengs issus
L reipi it Setraity bog beusd

[ A e i— (] = = —

Figure 15 — A new ticket that has been saved in Service Desk
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5 Updating a Current Ticket
5.1 Open a Current Ticket

Often, you will have to update a ticket that you have already created. To do so, find the My Queue menu
item on the left side of the ticket window and click on it to reveal a list of submenu items (see Figure 16).

v@ ETA Service Desk

| Service Desk | Enowledge |
Eila = 'y_.-w' .!’lr:h * Window

Scoreloard

as o
O2/05F 00T 12:10 pm
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Figure 16 — LLocating the My Requests link

Then click on the My Requests and a screen similar to this one will appear:
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Figure 17 — Available tickets contained in the Activities List

To edit a ticket, click on the number above the ticket’s title and you will open the ticket:

Ticket Entry and Management SOP 14
February 4, 20XX



Department of Labor
ETA/OIST
Ticket Entry and Management SOP

2 AE406 Reguest Detal - ETA Service Desk - Windows |ntenms] Explorer - DI HI
@ ETA Serice Desk e = |
Lopped in as: w _imemen | Log Out ) [ Chose Windos |
Bille |Yiew = | fctivillies ™ |Aclions ™ _.'\-_p-r\h T Repgris ™ _H—lr.m i _nltlp" |
148496 Request Detail - Change Order | Quick Profie |
Save Suocesstul - Raguast 1484968 creatad

WFferind End Usar Rageest Arza Status Priority Impact =

C ILGengral.Hels Desk Miscellansous Cpan L Routra
Emportad By AR Group Configuration e
i E ! i Bem
ARRA Servics Laval Crastad Vis
Progect L

Call Mmci Dmbe | Tises

Sumimary Toksl Activity Time

Tem ket Dlud5 i35

Tescription

This i5 & DEF TCkiet that is par af the SOF decumentation eMos

Dpen Dale) Timse La#l Modilsed Resslye Dabe Time Clase Date [ Tine

S2ME2018 10: 24 am OL/EA/20LE L1:03 Bm

B Knowledge | . Solulions I 0. Broperiies
1. Actlvities | 7. Fwent Leg I J. ARtachmenls | A, Parent  Child ] 5. Werkllnw Tasks
Reguest Activity Log List Search | Show Filber {83 || Clesr Filter (3] |
L request actiety log found
Created By [ Descrgtion oy Tiere: Spenl Type
S2MI01I 10:24 am D3:15:35 Lrtial
Craste 8 raw requacincdens proshem, chengs/iseus
L redp it actieity bog Seusd
| o
[ T - i — 0 f i —

Figure 18— An open ticket in CA Service Desk

5.2 Adding to the Activity Log List

Once you have opened a ticket or a ticket'has been assigned to you, you will need to update a ticket. For
example, the ticket has been placed on hold until a fix arrives, the problem has been resolved, or other
changes in the situation have occurred.

When changes occur, the ticket is updated by adding a new entry to the Activity Log List. To create a new
entry in the Activity Log, click on the Activities menu item near the top of the ticket window and select
the Update Status command. A window similar to the one in Figure 19 will appear:
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Figure 19 — Window for adding an-entry to the Activity Log List

Enter any new information into the User Description field. If necessary, you can close the ticket by
clicking the New Status link and making the appropriate changes as previously discussed. You may also
alter the date on which the change occurred by clicking on the Date of Activity field.
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To close the new entry in the Activity Log List, click the Save button in the top right corner of the
window and a window similar to Figure 20 appears.
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Figure 20 — New Activity Log List entry has been added to a ticket
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6 List of Common Request Area ltems
Tier 1

Miscellaneous: IT.General.Help Desk Support

OIST Weekly Report: IT.General.Help Desk Miscellaneous

Replace Toner: IT.Hardware.Printer (Driver, Toner, Cords, etc.)

Create New User Account: CM SupportApps.USD.account creation

Security Awareness Training: IT.Security Awareness Training

Basic printer issues: IT.Hardware.Printer.Cannot Print, IT.Printer.Printer (Driver, Toner, Cords, etc.)
Unlock Account: IT.Network.Account.Unlock

Mouse/Keyboard: IT.Hardware.Peripheral (Monitor, Mouse, Keyboard, Surge Protector, etc.)

Tier 2

Miscellaneous: IT.General.Help Desk Support

Computer-related issues (including moves): IT.Hardware.Desktop and IT.Hardware.Laptop
Basic network hardware issues: IT.Network:Wiring

Basic printer issues: IT.Hardware.Printer.Cannot Print

Software-related issues (basic): 1T.Software-Standard.Microsoft, IT Software-Standard.Desktop
Authority/Script Logic

Tier 3

Advanced network issues: All the categories under IT.Network except IT.Network.Wiring
Advanced printer issues: 1T.Hardware, IT.Hardware.Printer.Cannot.Print

Software-related issues (advanced): IT.Software-Standard.Microsoft, IT Software-Standard.Desktop
Authority/Script Logic

Email-related issues: IT.Email.Account
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